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Bl TecAlliance

TecAlliance SSO

A single point secure access for
all your TecAlliance products!
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What is TecAlliance SS0O? B TecCom

= TecAlliance introduces new TecAlliance SSO that allows a
customer to access and use all TecAlliance products with a
single log in credential*.

= TecAlliance offers a broad range of aftermarket solutions and
many of our customers use majority of the TecAlliance

*' TecAlliance

services.
. . . . ) Single sign on process
= Keeping data security and customer usage satisfaction in with one log-in credentail .
mind, we have introduced TecAlliance SSO that enhances the — - TecCom
customer usage experience across TecAlliance solutions. €9 :eCC°m portal
. o . [Ji§ TecDoc
= Now, our customers can access all the solutions with a single e.g. TecDoc catalogue
log-in credential, reducing sign-in complexities. Our TecAlliance = TecFleet
. . . < e .. — ecriee
SSO helps further in improving data security, minimizing the Customer
g X )
risk of hacking. - TecRMI

= More and more companies are strengthening their customer
sign-in procedures to provide maximum comfort. As a widely
used automotive aftermarket solution provider, we will our sign-
in processes better than ever!

* when all TA solutions support SSO
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TecAlliance SSO Overview B TecCom

o - .

s * TecAlliance
] 0&] A e-' TecCom
TecAlliance SSO .g. TecCom portal

| TecDoc

e.g. TecDoc catalogue

— 5 TecFleet

@ I TecRMI

Anywhere, any device —Q-G—> One Log-in credential —Q—G—» All TecAlliance Products

"“

A

Customers
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Overall benefits of TecAlliance SSO B TecCom

1.

Easy access across TecAlliance products/solutions without reentering multiple log-in credentials.
Federated log in possibilities i.e., use your own corporate log-in credential to sign into any TecAlliance solution

Centralized management of user access for our customers — Give, manage or revoke accesses to your system easily and quickly without

additional efforts.

Introduce and practice strong password policies that requires a user to set secure passwords, protecting your data, minimizing hacking

risks.
Reduced IT costs due to a smaller number of password setting related IT calls.

Enhance user experience by reducing password fatigues. No more a user needs to remember multiple passwords, reducing auto-saves on

browsers. This leads to lesser chances of data breaches

Reduce on-premise security risks. Whether you have suffered a data breach or not, your risk for becoming a hacking victim is growing
higher every year. One of the most common way for the hackers is to fetch unsafely saved log-in data. Therefore, entrusting your
authentication process to an external vendor mitigates the on-premise security risk. The hackers need to target the external vendor and not

your on-premise systems. Such vendors protect your data with state-of-the-art technologies.
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TecAlliance SSO Overview BB TecCom

B TecAlliance < ::_:-—o

i
One Log-in credential for all TecAlliance Easy |nteg|:at|on & further simplification High security for your system & data
products for different business cases

&] @ @ okta

Multifactor authentication; Partnership with industry leader provider

Security best practices social log-ins & federation log ins OKTA
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Packages,
features and
benefits
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TecAlliance SSO packages overview

B TecCom

We offer 3 different SSO packages with variety of features and benefits that is apt for different business needs

4 STANDARD ’\

One log-in for all TecAlliance
solutions

4 PROFESSIONAL ’\

One log-in for all TecAlliance
solutions
+

Advanced security and comfort
features

4 PREMIUM ’\

One log-in for all TecAlliance
solutions

+

Advanced security, Federation
features (own company log-in)

- J
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Standard Package : Features & Benefits B TecCom

Standard package features

8 TecAlliance

v" One log in credentials for all TecAlliance applications

v" Centralized control for the customers on accesses

ONE Login for all TecAlliance Solutions

User: customer@customer.com
Password: password

Standard package benefits

v' Less administrative processes

v Minimizes the threats of data breaches

v" Standard security protocols maintained — -' TecCom
v' Faster log-in across all platforms .
v" Increased user productivity and reduction in time > - TecDoc
O .
Jan — [y TecFleet
Customer .. TecRMI
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Professional Package: Features B TecCom

Professional package features

8 TecAlliance

v One log-in credential for all TecAlliance platforms

v Added security features such as MFA (multi factor authentication) ONE Login for all TecAlliance Solutions
= Customer may choose from various options for MFA like
= SMS
= VoiceCall
* Email
= Verification App MFA +
= Google App (multi factor authentication)
= RSA, SecurlD App, etc.

User: customer@customer.com
Password: Pass!'word123

Social log in

— |J§ TecCom

. [J§ TecDoc
— [ TecFleet
B TecRMI

v" Enhanced password setting policies that safeguards the systems
from serious security threats
= Strong secure passwords with needs like special characters, lengths, etc.

= Password age policies that require users to udpate the passwords frequently
e.g. valid for 120 days etc.

v' Ease of use with social log-in support Customer L 5

= Allows a user to use other log-in credentials from social platforms such as
MICROSOFT, Google, Apple, Facebook, LinkedIn etc.
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Professional Package: Further details B TecCom

MFA - Multi-Factor Authentication Password Settings/Policy Social Login support

@ Okta Veri . -
fy Password Settings © Add ldentity Provider v
SMS Authentication Minimum length 8 characters Add F b k
ACelo
Voice Call Authentication Complexity requirements Lower case letter
F

Upper case |etter L Add GODEIE
Google Authenticator 'u

Number (0-9)

- .

Symbol (e.g., |@#$%"&*
FIDO2 (WebAuthn) ymbol (e.g., @#$%"8*) in Add LinkedIn

Does not contain part of username u

: [ 1 .

YubiKey Does not contain first name | Add MICT’DSG&

Does not contain last name
Due Security ‘ Add Anpl

pple
Commeon password check @ Restrict use of common passwords
Symantec VIP
Password age Enforce password histery for last 4 passwords

On-Prem MFA Minimum password age is 2 hours

Password expires after 120 days
RSA SecurlD

Prompt user 5 days before password expires
Security Question Lock out Lock out user after 10 unsuccessful attempts

Account is automatically unlecked after 60 minutes
Email Authentication Show lock out failures

Send lockout email to user
TOTP
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Professional Package: Benefits B TecCom

Professional package benefits

User

Administrator . :
v" Reduces password fatigue to remember various passwords

v Reduces IT costs by saving time for password resets . o
for different applications

v" Reduces unsafe password setting practices . _ _
v Safety features allows a user to authenticate during log-in

v' Mitigate security threats at on-premise systems _ .
. . : . reducing security threats
(e.g. opting for third party single sign on feature helps you to offload user

sensitive data at your on-premise IT systems)
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Premium Package: Features B TecCom

Premium package features

8 TecAlliance

v One log-in credential for all TecAlliance platforms

v Federated log-in possibilities ONE Login for all TecAlliance Solutions
» Advanced security provided with company log-in credentials e.qg.

example@customercompany.com User: customer@customercompany.com

Password: Pass!'word123

v' Requires a federation service Social log in
= e.g., Microsoft AD FS (Active Directory Federation Service), Oracle, etc. (multi factol:ﬂaiﬁ\entication) +
u
v" Supported protocols Open ID or SAML 2.0 . . - TecCom
Federated log-in possibility .
v" Maximum security and comfort ' - TecDoc
u
— [ TecFleet
v" MFA/Multi factor authentication and secure password setting -
policies are in place . TecRMI
Customer  —

v" Social Log-in possibilities
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Premium Package: Benefits

Premium package benefits

Administrator

v" Less administrative efforts, easier administration and centralized
control

Offers maximum level of security through user authentication
Safeguarded infrastructure with minimized data breaches

Reduced risks of hacking (only customer company or Okta)

DN N NN

State of the art log-in process supported by market leading
application provider Okta

v" Reduced IT Support calls leading cost benefits

B TecCom

User

v" Improved User productivity through reduction of user's sign-
up flow step

v Faster user log-in with less complexities

v" Reduces password fatigue to remember various passwords

for different applications
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Bl TecAlliance

TecAlliance SSO

Access all TecAlliance cloud
& web applications without
individual authentication of
the applications!
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Pricing Model
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TecAlliance SSO Pricing Model B TecCom

4 STANDARD ’\ 4 PROFESSIONAL ’\ 4 PREMIUM ’\

One log-in for all TecAlliance One log-in for all TecAlliance One log-in for all TecAlliance
solutions solutions solutions
+ +
Advanced security and comfort Advanced security, Federation
features features (own company log-in)

One time fee*: € 2,400.00 One time fee**: starting from € 2,400.00

Annual fee: € 500.00 Annual fee: € 2,500.00 ***

* fix price for Consulting & Implementation

** estimated price for Consulting & Implementation; final price depends on efforts
tecalliance.net
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THANK YOU

CONTACT US FOR MORE INFORMATION.
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